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Access Control List(ACL)

Access Control Matrix
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Active/Active

Active/Passive

Active X
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Advanced Encryption Standard(AES)
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Analog

Annual Loss Expectancy(ALE)
Annual Rate of Occurrence(ARO)
Antispyware

APNIC

Application Layer

Application Programs

Application Servers
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Auditing
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Automatic Teller Machine(ATM)
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Basic Input Output System(BIOS)
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Bit

Blind Carbon Copy(BCC)

Block

Block Cipher

Boot Sector Viruses
Broadcasting

Brute Force Attack

Bus Topology

Byte

Cache Memory

Carbon Copy(CC)

Cipher Block Chaining Mode(CBC)
Cipher Feedback Mode(CFB)
Cipher Text

Client/Server

Cloud Computing

Clustered

Committee on National Security Systems(CNSS)
Common Gateway Interface(CGl)
Compact Disk(CD)

Computer Abuse

Computer Forensics

Computer Fraud

Computer Security Institute(CSI)
Computer Worm
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Confidentiality

Cookie File
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Cracking

Cryptanalysis
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Cryptography

Data Center

Data Consistency

Data Encryption Standard(DES)
Data Integrity

Data Link Layer

Data Origin Authentication
Database

Database Events Log
Decryption

Decryption Algorithm
Demilitarized Zone(DMZ)
Denial of Service(DoS) Attack
Dictionary Attack

Digital

Digital Certificates

Digital Evidence

Digital Signature

Digital Subscriber Line(DSL)
Digital Video Disk(DVD)
Disaster Recovery Data Center
Distributed Denial of Service(DDoS) Attack
Domain Filtering

Domain Name

Electronic Code Book Mode(ECB)

Elliptic Curve Cryptosystem(ECC)

Embedded Systems

Encryption

Encryption Algorithm

Enterprise Information Security Policy
Escalation Process

Exclusive OR(XOR)
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Exposure

Exposure Factor(EF)

Feedback

File Infecting Viruses

File Server

File System

File Transfer Protocol(FTP)
Firewall

Footprinting

Format

General Purpose

Global System for Mobile Communication(GSM)
Globally Unique Identifier(GUID)
Graceful Shutdown

Guidelines

Hacking

Hardware

Hash Value

Header

Hertz(Hz)

Hexadecimal

Honeypot System

Human Readable

Hypertext Markup Language(HTML)
Hypertext Transfer Protocol(HTTP)
I/O Management

Identification
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Information Risk Management
Information Security
Initialization Vector(1V)

Instant Messaging

International Organization for
Standardization(lOS)
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Internet Layer

Internet Network Information Center(InterNIC)
Internet Protocol(IP)

Internet Protocol(IP) Address
Internet Security Scan(ISS)
Internet Service Provider(ISP)
Intrusion Detection Systems(IDSs)
Intrusion Prevention Systems(IPSs)
IP Spoofing

Internet Protocol Security(IPSec)
Issue-Specific Security Policy
Java Applets

Kerberos

Key

Key Distribution Center(KDC)
Leased Lines

Link Layer

Local Area Network(LAN)

Log Files

Machine Language

Macro Viruses

Mail Bombing

Mainframe

Malicious Code Attacks

Malware

Man-in-the-Middle Attacks

Media Access Control(MAC) Address

Memory Management

Message Digest

Message Digest Algorithm-5(MD5)
Modes of Operation
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Modular Arithmetic

Modulo Addition
Modulo Division
Modulo Multiplication

Modulus

Multi-Protocol Label Switching(MPLS)

Need-to-know

Network Address Translation(NAT)
Network Events Log

Network Interface Card(NIC)
Network Layer

Network Operation Center(NOC)
Non-Repudiation

Non-structured Data

One-Time Pad(OTP)

Open System Interconnection(OSlI)
Model

Operating System

Operating System Events Log
Output Feedback Mode(OFB)
Packet Header

Packets

Padding

Parallel

Password Crack

Patches

Peer Entity Authentication
Peer-to-Peer

Permissions

Personal Identification Number(PIN)
Physical Layer

Physical Security

ﬁ“)d;.‘-'-“ oot 3 Lol it
(ewlat!

lill e

ALt Geall

bl ot

oulul!

(MPLS)as.

Al Huz, 40 5all

A2l Gaglie a9
i) elust o
ECSRAREE

Al clile 330 50 38 e

3dSan it bl

311 3 1) lidey yuaddll
z5all il dag 31 altas
Jsaall albay

Joaall alls esluat Jomw

Sla piall LSall Byl gl
bl B (Lewg 3 1) ol
abLadl (a5 51 pds
(RPPIPEIRS

&gjblﬂ

9 ol s

(g2 5))@buass

Aol ol (el duga (ye 2ol
Sl o) A

aligal

i il g paill @3

sl Azl

Aa juall ol sl Blest!



Plain Text

Point at Infinity
Policies

Pop-UP Blockers
Port Filtering

Power Analysis Attack
Presentation Layer
Print Server

Privacy

Private Key
Procedures

Process Management
Public Key

Public Key Encryption

Public Key Infrastructure(PKI)
Random Access Memory(RAM)
Read Only Memory(ROM)
Rights

Ring Topology

RIPE NCC

Risk

Rivest-Shamir-Adleman(RSA)

RJ41

RJ45

Router

Scalar Multiplication

Secure Hash Algorithm-1(SHA-1)
Secure Hash Algorithm-2(SHA-2)
Secure Hash Algorithm-3(SHA-3)
Secure Sockets Layer(SSL)
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Security Analysis Tool for Auditing
Network(SATAN)

Security Level

Security Operation Center(SOC)
Sequential Query Language(SQL)
Server

Session Layer

Shielded Twisted Pair(STP)
Short Message Service(SMS)
Shoulder Surfing Attack

Side channel Attacks

Simple Mail Transport Protocol
Single Loss Expectancy(SLE)
Single Point of Failure

Single Sign-on

Sniffer Attacks

Social Engineering Attacks
Software

Source Code

Spam

Special Purpose

Spoofing Attacks

Spyware

Standards

Star Topology

Star Tree Topology

Static Pages

Stream Cipher

Structured Data

Substitution Attack

Switch

Symmetric Key Encryption
System-Specific Security Policy
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T-Connector

TCP Hijacking Attack
Terminal

Terminator

Thin Client

Threat

Three-Tier Architecture
Time Stamping

Timing Attack

Token

Track O

Traffic Analysis

Transmission Control Protocol(TCP)

Transport Control Protocol/Internet
Protocol(TCP/IP)

Transport Layer

Triple Data Encryption
Standard(3DES)

Two-Tier Architecture

Uniform Resource Location(URL)
Uninterruptable Power Supply(UPS)
Universal Serial Bus(USB)

Virtual Local Area Network(VLAN)
Virtual Private Network(VPN)
VPN Tunnel

Vulnerability

Web Server

Wide Area Network(WAN)

Wipe

Workstation

World Wide Web(WWW)
Zeroization
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